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SELECTIVE ENCRYPTION OF DATA
STORED ON REMOVEABLE MEDIA IN AN
AUTOMATED DATA STORAGE LIBRARY

RELATED APPLICATION DATA

This application is a Continuation Application of U.S.
application Ser. No. 13/464,225, filed on May 4, 2012,
which is a Continuation Application of U.S. application Ser.
No. 11/470,670, filed on Sep. 7, 2006, both of which are
hereby incorporated herein by reference in their entirety.

This application is also related to commonly-assigned
U.S. application Ser. No. 11/470,678, entitled VALIDA-
TION OF THE IDENTITY OF A REMOVABLE MEDIA
VOLUME MOUNTED IN AN AUTOMATED DATA
STORAGE LIBRARY, which Application is incorporated
herein by reference in its entirety.

FIELD OF THE INVENTION

This invention relates to automated data storage libraries,
and more particularly, to the encryption of data stored or to
be stored on removable media.

BACKGROUND OF THE INVENTION

Automated data storage libraries are known for providing
cost effective storage and retrieval of large quantities of data.
The data in automated data storage libraries is stored on data
storage media that are, in turn, stored on storage shelves or
the like inside the library in a fashion that renders the media,
and its resident data, accessible for physical retrieval. Such
media is commonly termed “removable media.” Data stor-
age media may comprise any type of media on which data
may be stored and which may serve as removable media,
including but not limited to magnetic media (such as mag-
netic tape or disks), optical media (such as optical tape or
disks), holographic media (such as holographic tape or
disks), electronic media (such as PROM, EEPROM, flash
PROM, MRAM, Compactflash™, Smartmedia™, Memory
Stick™, etc.), or other suitable media. Typically, the data
stored in automated data storage libraries is resident on data
storage media that is contained within a cartridge and
referred to as a data storage media cartridge. An example of
a data storage media cartridge that is widely employed in
automated data storage libraries for mass data storage is a
magnetic tape cartridge.

In addition to data storage media, automated data storage
libraries typically contain one or more data storage drives
that store data to, and/or retrieve data from, the data storage
media. Transporting data storage media between data stor-
age shelves and data storage drives is typically accom-
plished by one or more robot accessors (hereinafter termed
“accessors”). Such accessors have grippers for physically
retrieving the selected data storage media from the storage
shelves within the automated data storage library and trans-
port such media to the data storage drives by moving in the
X and/or Y directions.

In many applications, it is important to ensure that data
stored on removable media is secure. In addition to the
inconvenience and expense of having to replicate, recon-
struct or re-obtain data lost to theft, accidents, etc., there can
be tremendous fallout, including legal liability, if confiden-
tial information is misappropriated. However, it may not be
necessary to secure all data or to secure all data to the same
level.
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Consequently, a need exists for a system and method for
selectively securing data, such as stored on removable media
in automated storage libraries, which is reliable, is suffi-
ciently flexible to permit data on different data cartridges to
be secured at different levels (or to remain unsecure) and
does not adversely affect performance of the library or any
of its components.

SUMMARY OF THE INVENTION

The present invention provides a data storage drive within
a data storage library. In one embodiment, a method com-
prises, receiving a user input of one or more encryption
policies, the one or more encryption policies being stored in
a memory of a library-drive interface, each encryption
policy including a level of encryption, one or more cartridge
identifiers, each cartridge identifier representing a data car-
tridge stored in the library, and each cartridge identifier
providing an identification of an encryption key to be used
to encrypt data written to media in a data cartridge; obtaining
a cartridge identifier of a data cartridge loaded into the
storage drive; matching the cartridge identifier with an
associated encryption stored in the storage drive, the match-
ing of the cartridge identifier with the associated encryption
policy being performed at the storage drive; and using the
library-drive interface to: transmit a request to a key server
for an encryption key in response to matching the cartridge
identifier with a corresponding encryption policy; and
receive the requested encryption key from the key server;
encrypting data to be written to the loaded data cartridge,
wherein data stored in the data storage library is selectively
encrypted; and storing the one or more encryption policies
in an encryption policy table, wherein selecting an encryp-
tion policy for the specified data cartridge is performed by
the storage drive.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is an isometric view of an automated data storage
library adaptable to implement an embodiment of the pres-
ent invention, with the view specifically depicting a library
having a left hand service bay, multiple storage frames and
a right hand service bay;

FIG. 2 is an isometric view of an automated data storage
library adaptable to implement an embodiment of the pres-
ent invention, with the view specifically depicting an exem-
plary basic configuration of the internal components of a
library;

FIG. 3 is a block diagram of an automated data storage
library adaptable to implement an embodiment of the pres-
ent invention, with the diagram specifically depicting a
library that employs a distributed system of modules with a
plurality of processor nodes;

FIG. 4 is a block diagram depicting an exemplary con-
troller configuration;

FIG. 5 is an isometric view of the front and rear of a data
storage drive adaptable to implement an embodiment of the
present invention;

FIGS. 6A-6E are isometric views of data storage car-
tridges illustrating a variety of cartridge identifiers which
may be used in the present invention;

FIG. 7 is a block diagram of an automated data storage
library, including one embodiment of a library controller and
a dedicated key server, in which the encryption system may
be implemented;

FIG. 8 is a block diagram of an embodiment of a library
controller in which the key server is incorporated;
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FIG. 9 is a block diagram of a host device in which the
key server is incorporated; and

FIG. 10 is a block diagram of a storage drive in which
encryption policies are stored.

DETAILED DESCRIPTION OF THE
INVENTION

This invention is described in preferred embodiments in
the following description with reference to the Figures, in
which like numerals represent the same or similar elements.
While this invention is described in terms of the best mode
for achieving this invention’s objectives, it will be appreci-
ated by those skilled in the art that it is intended to cover
alternatives, modifications, and equivalents as may be
included within the spirit and scope of the invention as
defined by the appended claims.

The invention will be described as embodied in an auto-
mated magnetic tape library storage system for use in a data
processing environment. Although the invention shown uses
magnetic tape cartridges, one skilled in the art will recognize
the invention equally applies to optical disk cartridges or
other removable storage media (as described herein) and the
use of either different types of cartridges or cartridges of the
same type having different characteristics. Furthermore, the
description of an automated magnetic tape storage system is
not meant to limit the invention to magnetic tape data
processing applications as the invention herein can be
applied to any media storage and cartridge handling systems
in general.

Turning now to the Figures, FIGS. 1 and 2 illustrate an
automated data storage library 10, which stores and retrieves
data storage cartridges containing data storage media (not
shown) in storage shelves 16. It is noted that references to
“data storage media” herein refer to data storage cartridges,
and for purposes herein the two terms are used synony-
mously. An example of an automated data storage library
which may implement the present invention, and has a
configuration as depicted in FIGS. 1 and 2, is the IBM 3584
UltraScalable Tape Library. The library of FIG. 1 comprises
a left hand service bay 13, one or more storage frames 11,
and right hand service bay 14. As will be discussed, a frame
may comprise an expansion component of the library.
Frames may be added or removed to expand or reduce the
size and/or functionality of the library. Frames may com-
prise additional storage shelves, drives, import/export sta-
tions, accessors, operator panels, etc.

FIG. 2 shows an example of a storage frame 11, which is
the base frame of the library 10 and is contemplated to be the
minimum configuration of the library. In this minimum
configuration, there is only a single accessor (i.e., there are
no redundant accessors) and there is no service bay. The
library 10 is arranged for accessing data storage media in
response to commands from at least one external host
system (not shown), and comprises a plurality of storage
shelves 16, one front wall 17 and rear wall 19 for storing
data storage cartridges that contain data storage media; at
least one data storage drive 15 for reading and/or writing
data with respect to the data storage media; and a first
accessor 18 for transporting the data storage media between
the plurality of storage shelves 16 and the data storage
drive(s) 15. The data storage drives 15 may be optical disk
drives or magnetic tape drives, or other types of data storage
drives as are used to read and/or write data with respect to
the data storage media. The storage frame 11 may optionally
comprise an operator panel 23 or other user interface, such
as a web-based interface, which allows a user to interact
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with the library. The storage frame 11 may optionally
comprise an upper 1/O station 24 and/or a lower 1/O station
25, which allows data storage media to be inserted into the
library and/or removed from the library without disrupting
library operation. As used herein, “storage cell” refers to any
location within a library that may hold a data storage
cartridge, such as but without limitation, storage shelves 16,
the storage shelves of an I/O station 24-25, or the media slot
of a drive 15. The library 10 may comprise one or more
storage frames 11, each having storage shelves 16 accessible
by first accessor 18.

As described above, the storage frames 11 may be con-
figured with different components depending upon the
intended function. One configuration of storage frame 11
may comprise storage shelves 16, data storage drive(s) 15,
and other optional components to store and retrieve data
from the data storage cartridges. The first accessor 18
comprises a gripper assembly 20 for gripping one or more
data storage media and may include a bar code scanner 22
or other reading system, such as a cartridge memory reader
or similar system, mounted on the gripper 20, to “read”
identifying information about the data storage media.

FIG. 3 illustrates an embodiment of an automated data
storage library 10 of FIGS. 1 and 2, which employs a
distributed system of modules with a plurality of processor
nodes. An example of an automated data storage library
which may implement the distributed system depicted in the
block diagram of FIG. 3, and which implement the present
invention, is the IBM 3584 UltraScalable Tape Library. For
a fuller understanding of a distributed control system incor-
porated in an automated data storage library, refer to U.S.
Pat. No. 6,356,803, which is entitled “Automated Data
Storage Library Distributed Control System,” which is
incorporated herein for reference.

While the automated data storage library 10 has been
described as employing a distributed control system, the
present invention may be implemented in automated data
storage libraries regardless of control configuration, such as,
but not limited to, an automated data storage library having
one or more library controllers that are not distributed, as
that term is defined in U.S. Pat. No. 6,356,803. The library
of FIG. 3 comprises one or more storage frames 11, a left
hand service bay 13 and a right hand service bay 14. The left
hand service bay 13 is shown with a first accessor 18. As
discussed above, the first accessor 18 comprises a gripper
assembly 20 and may include a reading system 22 to “read”
identifying information about the data storage media. The
right hand service bay 14 is shown with a second accessor
28. The second accessor 28 comprises a gripper assembly 30
and may include a reading system 32 to “read” identifying
information about the data storage media. In the event of a
failure or other unavailability of the first accessor 18, or its
gripper 20, etc., the second accessor 28 may perform some
or all of the functions of the first accessor 18. The two
accessors 18, 28 may share one or more mechanical paths or
they may comprise completely independent mechanical
paths. In one example, the accessors 18, 28 may have a
common horizontal rail with independent vertical rails. The
first accessor 18 and the second accessor 28 are described as
first and second for descriptive purposes only and this
description is not meant to limit either accessor to an
association with either the left hand service bay 13, or the
right hand service bay 14.

In the exemplary library, first accessor 18 and second
accessor 28 move their grippers in at least two directions,
called the horizontal “X” direction and vertical “Y” direc-
tion, to retrieve and grip, or to deliver and release the data
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storage media at the storage shelves 16 and to load and
unload the data storage media at the data storage drives 15.

The exemplary library 10 receives commands from one or
more host systems 40, 41 or 42. The host systems, such as
host servers, communicate with the library directly, e.g., on
path 80, through one or more control ports (not shown), or
through one or more data storage drives 15 on paths 81, 82,
providing commands to access particular data storage media
and move the media, for example, between the storage
shelves 16 and the data storage drives 15. The commands are
typically logical commands identitfying the media and/or
logical locations for accessing the media. The terms “com-
mands” and “work requests” are used interchangeably
herein to refer to such communications from the host system
40, 41 or 42 to the library 10 as are intended to result in
accessing particular data storage media within the library 10.

The exemplary library is controlled by a distributed
control system receiving the logical commands from hosts,
determining the required actions, and converting the actions
to physical movements of first accessor 18 and/or second
accessor 28.

In the exemplary library, the distributed control system
comprises a plurality of processor nodes, each having one or
more processors. In one example of a distributed control
system, a communication processor node 50 may be located
in a storage frame 11. The communication processor node
provides a communication link for receiving the host com-
mands, either directly or through the drives 15, via at least
one external interface, e.g., coupled to line 80.

The communication processor node 50 may additionally
provide a communication link 70 for communicating with
the data storage drives 15. The communication processor
node 50 may be located in the frame 11, close to the data
storage drives 15. Additionally, in an example of a distrib-
uted processor system, one or more additional work proces-
sor nodes are provided, which may comprise, e.g., a work
processor node 52 that may be located at first accessor 18,
and that is coupled to the communication processor node 50
via a network 60, 157. Each work processor node may
respond to received commands that are broadcast to the
work processor nodes from any communication processor
node, and the work processor nodes may also direct the
operation of the accessors, providing move commands. An
XY processor node 55 may be provided and may be located
at an XY system of first accessor 18. The XY processor node
55 is coupled to the network 60, 157, and is responsive to the
move commands, operating the XY system to position the
gripper 20.

Also, an operator panel processor node 59 may be pro-
vided at the optional operator panel 23 for providing an
interface for communicating between the operator panel and
the communication processor node 50, the work processor
nodes 52, 252, and the XY processor nodes 55, 255.

A network, for example comprising a common bus 60, is
provided, coupling the various processor nodes. The net-
work may comprise a robust wiring network, such as the
commercially available CAN (Controller Area Network) bus
system, which is a multi-drop network, having a standard
access protocol and wiring standards, for example, as
defined by CiA, the CAN in Automation Association, Am
Weich Selgarten 26, D-91058 Erlangen, Germany. Other
networks, such as Ethernet, or a wireless network system,
such as RF or infrared, may be employed in the library as is
known to those of skill in the art. In addition, multiple
independent networks may also be used to couple the
various processor nodes.
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The communication processor node 50 is coupled to each
of the data storage drives 15 of a storage frame 11, via lines
70, communicating with the drives and with host systems
40, 41 and 42. Alternatively, the host systems may be
directly coupled to the communication processor node 50, at
input 80 for example, or to control port devices (not shown)
which connect the library to the host system(s) with a library
interface similar to the drive/library interface. As is known
to those of skill in the art, various communication arrange-
ments may be employed for communication with the hosts
and with the data storage drives. In the example of FIG. 3,
host connections 80 and 81 are SCSI busses. Bus 82
comprises an example of a Fibre Channel bus which is a
high speed serial data interface, allowing transmission over
greater distances than the SCSI bus systems.

The data storage drives 15 may be in close proximity to
the communication processor node 50, and may employ a
short distance communication scheme, such as SCSI, or a
serial connection, such as RS-422. The data storage drives
15 are thus individually coupled to the communication
processor node 50 by means of lines 70. Alternatively, the
data storage drives 15 may be coupled to the communication
processor node 50 through one or more networks, such as a
common bus network. Interface 70, 80, 81 and/or 82 may
comprise serial, parallel, or optical interfaces such as but not
limited to RS-232, USB (Universal Serial Bus), serial or
parallel ATA (AT Attachment), SCSI (Small Computers
System Interface), SAS (Serial Attached SCSI), Fibre Chan-
nel, IEEE 1394 (FireWire or ilLink), IEEE 1284 (parallel
port), etc. In addition, interface 70, 80, 81 and/or 82 may
comprise network or wireless interfaces such as but not
limited to Ethernet, CAN (Controller Area Network), 802.11
(Wi-Fi), X.25 (WAN), Bluetooth, etc.

Additional storage frames 11 may be provided and each is
coupled to the adjacent storage frame. Any of the storage
frames 11 may comprise communication processor nodes
50, storage shelves 16, data storage drives 15, and networks
60.

Further, as described above, the automated data storage
library 10 may comprise a plurality of accessors. A second
accessor 28, for example, is shown in a right hand service
bay 14 of FIG. 3. The second accessor 28 may comprise a
gripper 30 for accessing the data storage media, and an XY
system 255 for moving the second accessor 28. The second
accessor 28 may run on the same horizontal mechanical path
as first accessor 18, or on an adjacent path. The exemplary
control system additionally comprises an extension network
200 forming a network coupled to network 60 of the storage
frame(s) 11 and to the network 157 of left hand service bay
13.

In FIG. 3 and the accompanying description, the first and
second accessors are associated with the left hand service
bay 13 and the right hand service bay 14 respectively. This
is for illustrative purposes and there may not be an actual
association. In addition, network 157 may not be associated
with the left hand service bay 13 and network 200 may not
be associated with the right hand service bay 14. Depending
on the design of the library, it may not be necessary to have
a left hand service bay 13 and/or a right hand service bay 14.

An automated data storage library 10 typically comprises
one or more controllers to direct the operation of the
automated data storage library. Host computers and data
storage drives typically comprise similar controllers. A
controller may take many different forms and may comprise,
for example but not limited to, an embedded system, a
distributed control system, a personal computer, or a work-
station. HEssentially, the term “controller” as used herein is
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intended in its broadest sense as a device that contains at
least one processor, as such term is defined herein. FIG. 4
shows a typical controller 400 with a processor 402, RAM
(Random Access Memory) 403, nonvolatile memory 404,
device specific circuits 401, and 1/O interface 405. Alterna-
tively, the RAM 403 and/or nonvolatile memory 404 may be
contained in the processor 402 as could the device specific
circuits 401 and I/O interface 405. The processor 402 may
comprise, for example, an off-the-shelf microprocessor, cus-
tom processor, FPGA (Field Programmable Gate Array),
ASIC (Application Specific Integrated Circuit), discrete
logic, or the like. The RAM (Random Access Memory) 403
is typically used to hold variable data, stack data, executable
instructions, and the like. The nonvolatile memory 404 may
comprise any type of nonvolatile memory such as, but not
limited to, PROM (Programmable Read Only Memory),
EEPROM (Electrically Erasable Programmable Read Only
Memory), flash PROM (Programmable Read Only
Memory), NVRAM (Non-Volatile Random Access
Memory), MRAM (Magnetoresistive Random Access
Memory), battery backup RAM, CD (Compact Disk), DVD
(Digital Versatile Disk), hard disk drives, etc. The nonvola-
tile memory 404 is typically used to hold the executable
firmware and any nonvolatile data. The 1/O interface 405
comprises a communication interface that allows the pro-
cessor 402 to communicate with devices external to the
controller. Examples may comprise, but are not limited to,
serial, parallel, or optical interfaces such as RS-232, USB
(Universal Serial Bus), serial or parallel ATA (AT Attach-
ment), SCSI (Small Computers System Interface), SAS
(Serial Attached SCSI), Fibre Channel, IEEE 1394
(FireWire or ilLink), IEEE 1284 (parallel port), etc. In
addition, I/O interface 405 may comprise, but are not limited
to network or wireless interfaces such as Ethernet, CAN
(Controller Area Network), 802.11 (Wi-Fi), X.25 (WAN),
Bluetooth, etc. The device specific circuits 401 provide
additional hardware to enable the controller 400 to perform
unique functions such as, but not limited to, motor control of
a cartridge gripper. The device specific circuits 401 may
comprise electronics that provide, by way of example but
not limitation, Pulse Width Modulation (PWM) control,
Analog to Digital Conversion (ADC), Digital to Analog
Conversion (DAC), etc. In addition, all or part of the device
specific circuits 401 may reside outside the controller 400.

While the automated data storage library 10 is described
as employing a distributed control system, the present inven-
tion may be implemented in various automated data storage
libraries regardless of control configuration, such as, but not
limited to, an automated data storage library having one or
more library controllers that are not distributed. A library
controller may comprise one or more dedicated controllers
of a prior art library. For example, there may be a primary
controller and a backup controller. In addition, a library
controller may comprise one or more processor nodes of a
distributed control system. For example, communication
processor node 50 (FIG. 3) may comprise the library con-
troller while the other processor nodes (if present) may assist
the library controller and/or may provide backup or redun-
dant functionality. In another example, communication pro-
cessor node 50 and work processor node 52 may work
cooperatively to comprise the library controller while the
other processor nodes (if present) may assist the library
controller and/or may provide backup or redundant func-
tionality. Still further, all of the processor nodes may com-
prise the library controller. Herein, library controller may
comprise a single processor or controller or it may comprise
multiple processors or controllers.
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FIG. 5 illustrates an embodiment of the front 501 and rear
502 of a data storage drive 15. In the example of FIG. 5, the
data storage drive 15 comprises a hot-swap drive canister.
This is only an example and is not meant to limit the
invention to hot-swap drive canisters. In fact, any configu-
ration of data storage drive may be used whether or not it
comprises a hot-swap canister.

FIG. 6A illustrates an embodiment of a data storage
cartridge 600 with a cartridge memory 610 shown in a
cutaway portion of the Figure. The cartridge memory 610
may comprise electrical contacts to allow the library and/or
data storage drive to access the contents of the cartridge
memory. Alternatively, the cartridge memory may comprise
a contactless interface such as induction, radio frequency, or
optical. In one embodiment, the cartridge memory com-
prises an RFID tag. Among other information, the cartridge
memory 610 may store a value representative of an identi-
fication of the cartridge. The cartridge identification may
alternatively be stored on an external machine-readable label
612 affixed to the cartridge 600 (FIG. 6B), an external
human-readable label 614 affixed to the cartridge 600 (FIG.
6C), a radio frequency identification (RFID) tag616 affixed
to the cartridge 600 (FIG. 6D), stored on the media itself 618
(FIG. 6E), or combinations thereof. The identifiers of FIGS.
6A-6D may be affixed to the cartridge, glued or fastened on
or in the cartridge, painted on or etched into the cartridge,
placed in the cartridge, manufactured on or in the cartridge,
integrated into the cartridge, etc. Herein, affixed may refer to
any method of combining an identifier with a cartridge.

FIG. 1 is another block diagram of an automated data
storage library 700 attached to one or more hosts 900, and
one or more key servers 708, as will be described below. The
library 700 includes a library controller 800, shelves 702, in
which removable media cartridges may be stored, one or
more data storage drives 710, and a robotic cartridge acces-
sor 704 which, under the direction or control of the library
controller 800, transports cartridges between the storage
shelves 702 and the drive(s) 710. The library 700 may
further include a user interface 706 such as an operator
panel, a touch screen, a keyboard and/or display, a remote
computer, web user interface, etc.

The library controller 800 includes a processor 802 oper-
able to execute instructions stored in a memory 804. The
controller 800 further includes a host interface 806, a drive
interface 808, an accessor interface 810, a key server inter-
face 812 and a console interface 814. The drive 710 may
comprise a host interface (not shown). The drive interface
808 may also comprise a host interface to the library (as
described above), and there may not be a host interface 806.
The connection between the controller 800 and the drive 710
via the drive interface 808 may employ a proprietary library-
drive interface (LDI) protocol, may comprise the industry
standard SCSI T10 ADI (Automation Drive Interface)
library-drive interface, or may comprise any library-drive
interface as is known in the trade. As used herein, “library-
drive interface” may refer to any interface between the
library and drive.

Encryption keys are stored in the key server 708, or in a
key store coupled to the key server, in a secure manner. As
used herein, “key server” may additionally refer to any key
stores associated with the key server. A key store may
comprise a software element such as an array, structure,
database, file, etc. In addition, a key store may comprise a
hardware element such as memory, media, a hard drive,
storage device, etc. The key server 708 may be a dedicated
PC or server (as illustrated in FIG. 7) and may be coupled
to the controller 800 by any known means, such as, but not
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limited to, serial, parallel, or optical interfaces such as
RS-232, USB (Universal Serial Bus), serial or parallel ATA
(AT Attachment), SCSI (Small Computers System Inter-
face), SAS (Serial Attached SCSI), Fibre Channel, IEEE
1394 (FireWire or iLink), IEEE 1284 (parallel port), etc. In
addition, I/O interface 405 may comprise, but are not limited
to network or wireless interfaces such as Ethernet, CAN
(Controller Area Network), 802.11 (Wi-Fi), X.25 (WAN),
Bluetooth, etc. In one example, the key server is coupled to
the controller 800 with an Fthernet network employing
TCP/IP. The key server 708 may also be integrated into the
library controller (FIG. 8) or the host (FIG. 9). In this case,
the coupling between the key server and the library control-
ler 800, or between the key server and the host 900, may
comprise a logical coupling with no physical interface.

A library user or administrator establishes one or more
encryption policies. For each policy, the administrator will
select one of several levels of encryption, including no
encryption, using one encryption key, using two encryption
keys, etc. For each encryption policy, the administrator will
also select one or more encryption keys (depending on the
level of security chosen). Finally, for each encryption policy,
the administrator will select one or more data cartridges to
associate with the policy. The cartridges are preferably
identified by their respective cartridge identifiers as illus-
trated in FIGS. 6A-6E. As an additional level of assurance,
a policy may require that a cartridge be identified by more
than one identifier, such as a value stored in a cartridge
memory (FIG. 6A) and on an external bar code label (FIG.
6B). Other combinations of identifiers may also be used.
When the labels are read, and the policy requires more than
one identifier to confirm the cartridge identity, the identifi-
cation of the cartridge is confirmed only if the two labels
match the identification of the policy. The administrator may
enter identifiers to be associated with an encryption policy as
individual values or as a range of identifier values, or a
combination of both. Alternatively, the encryption policy
may be stored with the cartridge. In this case, the identifier
need not be physically stored with the encryption policy, but
instead is implied to be part of the policy. For example, a
cartridge that has a policy stored with it may also have a
cartridge identifier that a host application uses to identify the
particular cartridge from other cartridges. Therefore, the
identification does not need to be stored with the policy of
the cartridge because the cartridge already contains an
identification. Thus, in accordance with the present inven-
tion, it will be possible to select which cartridges will have
their data encrypted, and to what level, and which cartridges
will have unencrypted data.

Additionally, different encryption policies may be estab-
lished for different users, thereby restricting access to speci-
fied data to only those who have a need for such access. For
example, certain employees of a bank may need to access
stored check images but would not need to access personal
customer information. Thus, a policy for such employees
might include an encryption key which is different from the
encryption key assigned to a policy for those higher level
employees who do need to access personal customer infor-
mation.

In another variation, certain encryption policies may be
assigned to specific storage drives or logical libraries that
contain the drives. Libraries commonly provide logical
partitions or logical libraries. It is desirable to isolate one
logical library from another logical library such that they
appear to the attached host systems as completely separate
physical libraries. This allows different host systems and/or
host application to share the same physical library. It is
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important that the data from one logical library is not
inadvertently presented to another logical library because
this could result in a security breach of the data. In addition,
it could result in a loss of data because a host application
may erase the data on a cartridge that it does not recognize.
By assigning different encryption policies to different logical
libraries, or the drives within the logical libraries, the risk of
inadvertent access to the wrong data cartridge is further
reduced because the host computers associated with one
logical library may not have access to the encryption key of
another logical library. In still a further variation, each drive
may be assigned a default policy or key, and/or a global
default policy or key may be assigned to all drives. A default
key for a particular drive allows media in the drive to be
encrypted with the default drive key, in the event the
encryption policy does not specify a particular key. This can
be useful to eliminate the need to specify a common key
each time a policy is created. In addition, a global default
key allows media in any drive to be encrypted with the
global default key, in the event there is no drive specific
default key and the encryption policy does not specify a
particular key. The default key and/or the default global key
may be specified by, or configured in, the library or the key
server.

After the encryption policies have been entered, they may
be stored in an encryption policy table, such as a table 1000
stored in the memory 804 of the library controller 800 (FIG.
7). Alternatively, the table 1000 may be transmitted by the
controller 800 to, and stored in, a memory device 1010 in the
storage drive 700 (FIG. 10). Still further, the encryption
policy table may comprise one or more policies for a
cartridge, and it may be stored with the cartridge to which
the policy applies. As a result, each cartridge may have its
own encryption policy table. For example, the policy for a
particular cartridge may be stored in cartridge memory 610
of cartridge 600 in FIG. 6 A, or it may be stored in RFID tag
616 of cartridge 600 in FIG. 6D. In another example, the
policy for a particular cartridge may be stored in the media
618 of cartridge 600 in FIG. 6E. Still further, the policy for
a particular cartridge may be specified by a machine read-
able label on the outside of the cartridge 612 in FIG. 6B or
614 in FIG. 6C.

In operation, the host 900 transmits a request to the library
controller 800 to access a specified cartridge. The library
controller 800 either directly controls, or transmits a com-
mand to, the accessor 704 to transport the cartridge from a
storage shelve 702 to the drive 710. The accessor 704 may
have a reader (such as a bar code reader, a camera, an RFID
reader, etc.) with which to read or otherwise obtain one or
more cartridge identifiers from the cartridge before, during,
or after it is moved from the storage shelf 702 to verity the
identity of the cartridge. The cartridge identifier may be read
prior to moving the cartridge. For example, libraries typi-
cally maintain an inventory of cartridges, their identifiers,
and their location within the library. The inventory may be
used to verify the identity of the cartridge before it is moved.
In another example, the cartridge identifier may be read just
prior to moving the cartridge from the storage shelve 702 to
confirm the identity of the cartridge with a higher degree of
certainty. Alternatively, the cartridge identifier may be read
while moving the cartridge. For example, the library con-
troller 800 may have the ability to read the cartridge iden-
tifier while it is in the gripper of the library accessor. Still
further, the cartridge identifier may be read after it has been
moved to the drive 710. For example, the library may
confirm the cartridge identity after it has been moved to the
drive. In another example, the library controller 800 may use
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the drive to read a cartridge identifier. It will be appreciated
that, if an identifier is stored on the media within the
specified cartridge, the cartridge may have to be loaded into
the drive 710 before the identifier can be read. It will also be
appreciated that one or more readers may be associated with
the drive 710 instead of, or in addition to, any readers that
may be associated with the accessor 704. For example, the
drive 710 may comprise a cartridge memory reader and the
library 800 may not.

In one embodiment of the present invention, in which the
encryption policy table 1000 is stored in the library control-
ler (FIG. 7), the cartridge identifier information is read by,
or transmitted to, the library controller 800. The controller
800 compares the identifier to identifiers in the table 1000
and, if it finds a match, initiates communications with either
the drive 710 or the key sever 708 to provide the encryption
key(s) required by the appropriate encryption policy to the
drive 710. If the initiated communication is to the drive, it
may be in the form of a key identifier for the required key,
or it may be a signal to the drive that encryption is required.
The drive may then use this identifier or signal to request a
key. Alternatively, the communication to the drive may be in
the form of policy information, such as the cartridge iden-
tifier. The drive may compare the cartridge identifier sup-
plied by the library, to the cartridge identifier obtained by the
drive, to determine what key (if any) to request. If the
initiated communication is to the key server, it may be in the
form of a key request. In this embodiment, the communi-
cations between the drive 710 and the key server 708 may
go through the library controller 800, serving as the key
server 708, or as a proxy for the key server 708. A library
proxy for the key server refers to the fact that the library
provides a path or vehicle for establishing communication
between the drive and the key server. For example, the
library/drive interface may comprise the SCSI T10 Auto-
mation Drive Interface (ADI) over RS-422. The key server
interface may comprise a TCP/IP interface over Ethernet. As
a proxy, the library may provide the protocol conversion
between the drive ADI protocol and the key server TCP/IP
protocol. In addition, the library may provide more func-
tionality than just protocol conversion. For example, the
drive key request to the library may comprise a different
request than the key request from the library to the key
server. In other words, the command and data information
may be completely different between the drive and key
server such that simple protocol conversion is not sufficient
to bridge the communication. Alternatively, the communi-
cations between the drive 710 and the key server 708 may
go through a host computer device driver, operating system,
file system or some other software on the host computer. For
example, a device driver on the host computer may be a
proxy between the drive and the key server. After the drive
710 has received the key(s), it may then encrypt data being
written to the media within the specified cartridge in accor-
dance with the key(s).

In an alternate embodiment, in which the encryption
policy table 1000 is stored in the drive (FIG. 10), the drive
710 reads the identifier and/or receives the identifier from
the library controller and compares the identifier to identi-
fiers in the table 1000 and, if it finds a match, requests the
key sever 708 to provide the encryption key(s) required by
the appropriate encryption policy to the drive 710. The key
server 708 transmits the requested key back to the drive 710.
In this embodiment, the communications between the drive
710 and the key server 708 may go through the library
controller 800, serving as the key server 708, or as a proxy
for the key server 708. Alternatively, the communications

10

15

20

25

30

35

40

45

50

55

60

65

12

between the drive 710 and the key server 708 may go
through a device driver, operating system, file system or
some other software on the host computer. After the drive
710 has received the key(s), it may then encrypt data being
written to the media within the specified cartridge in accor-
dance with the key(s).

In another embodiment, in which the encryption policy is
stored with the cartridge, the library and/or drive reads the
policy information directly from the cartridge and requests
the key server 708 to provide the encryption key(s) required
by the appropriate encryption policy to the drive 710. Since
the policy is stored with the cartridge, the cartridge identifier
may be implied and may not actually be stored or associated
with the policy. In one embodiment, labels are printed,
manufactured, or otherwise created to store the policy. The
labels may comprise paper, plastic, metal, glass, or any other
label material as is known to those of skill in the art. The
labels may also comprise an integrated part of the cartridge.
For example, the cartridge may be molded or manufactured
with certain characteristics that are used to specify a policy.
In another example, the cartridge may have an integrated
machine readable electronic display that can be updated with
different information that may be used to specify a policy. In
another embodiment, the policy may be created through a
user interface of the library, the drive, a host computer, the
key server, or another computer coupled to the library. Once
the policy has been defined for one or more cartridges, the
policy is written to the cartridge. Writing of the policy refers
to the combining of the policy information with the car-
tridge. The library, drive, or another apparatus may actually
write the policy information to the cartridge. For example, if
the cartridge memory is used to store the policy, the library
may write the policy to the cartridge, or it may use the drive
to write the policy to the cartridge. In the case
where a label is used to identify the cartridge policy, the

policy may be written when the label is affixed to,

imprinted on, or manufactured with the cartridge, as is
known to those of skill in the art.

This invention has been described with the drive 710
initiating communications with the key server 708. It should
be noted that the library may initiate communication with
the key server. For example, if the library knows the policy
for a particular drive, it may request the appropriate key
from the key server and present the key to the drive. In this
invention, references to transmit, transmits, transmitted, or
transmitting refers to the transfer of information over an
interface, or from one component, device, or object to
another. In this invention, references to entering an encryp-
tion policy may refer to the selection, input, or creation of a
policy. For example, an operator may enter a policy at a user
interface of a library. In another example, a policy may be
entered when a label is printed, manufactured, or otherwise
created.

It is important to note that while the present invention has
been described in the context of a fully functioning data
processing system, those of ordinary skill in the art will
appreciate that the processes of the present invention are
capable of being distributed in the form of a computer
readable medium of instructions and a variety of forms and
that the present invention applies regardless of the particular
type of signal bearing media actually used to carry out the
distribution. Examples of computer readable media include
recordable-type media such as a floppy disk, a hard disk
drive, a RAM, and CD-ROMs.

The description of the present invention has been pre-
sented for purposes of illustration and description, but is not
intended to be exhaustive or limited to the invention in the
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form disclosed. Many modifications and variations will be
apparent to those of ordinary skill in the art. The embodi-
ment was chosen and described in order to best explain the
principles of the invention, the practical application, and to
enable others of ordinary skill in the art to understand the
invention for various embodiments with various modifica-
tions as are suited to the particular use contemplated. More-
over, although described above with respect to methods and
systems, the need in the art may also be met with a computer
program product containing instructions for encrypting data
on a removable media cartridge.

What is claimed is:

1. A system for selective encryption of data in a data
storage drive within a data storage library, comprising:

at least one processor device;

a user interface through which to receive a user input of
one or more encryption policies, the one or more
encryption policies being stored in a hardware memory
of a library-drive interface, each encryption policy
including a level of encryption, one or more cartridge
identifiers, each cartridge identifier providing an
encryption key representing a data cartridge stored in
the library, and each cartridge identifier providing an
identification of the encryption key to be used to
encrypt data written to media in a data cartridge;

at least one hardware processor device configured to:

obtain a cartridge identifier of a data cartridge loaded into
the storage drive;

match the cartridge identifier with an associated encryp-
tion policy stored in the storage drive, the matching of
the cartridge identifier with the associated encryption
policy being performed at the storage drive; and

the library-drive interface configured to:

transmit a request to a key server for an encryption key in
response to matching the cartridge identifier with a
corresponding encryption policy; and

receive the requested encryption key from the key server;

an encryption controller to encrypt data to be written to
the loaded data cartridge using the received requested
encryption key, where data stored in the data storage
library is selectively encrypted; and

a memory for storing the one or more encryption policies
in an encryption policy table, wherein selecting an
encryption policy for the specified data cartridge is
performed by the storage drive.

2. The system of claim 1, wherein the at least one
hardware processor device is further configured to read one
or more identifiers selected from the group comprising a bar
code label affixed to the loaded data cartridge, a non-bar
code machine readable label affixed to the loaded data
cartridge, a value stored on media within the loaded data
cartridge, a value stored within a cartridge memory of the
loaded data cartridge, and an RFID tag affixed to the loaded
data cartridge.

3. A method for selective encryption of data in a storage
drive within a data storage library, comprising:

receiving a user input of one or more encryption policies,
the one or more encryption policies being stored in a
hardware memory of a library-drive interface, each
encryption policy including a level of encryption, one
or more cartridge identifiers, each cartridge identifier
providing an encryption key representing a data car-
tridge stored in the library, and each cartridge identifier
providing an identification of the encryption key to be
used to encrypt data written to media in a data car-
tridge;
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obtaining a cartridge identifier of a data cartridge loaded

into the storage drive;

matching the cartridge identifier with an associated

encryption policy stored in the storage drive, the
matching of the cartridge identifier with the associated
encryption policy being performed at the storage drive;
and

using the library-drive interface to:

transmit a request to a key server for an encryption key in

response to matching the cartridge identifier with a
corresponding encryption policy; and

receive the requested encryption key from the key server;

encrypting data to be written to the loaded data cartridge

using the received requested encryption key, wherein
data stored in the data storage library is selectively
encrypted; and

storing the one or more encryption policies in an encryp-

tion policy table, wherein selecting an encryption
policy for the specified data cartridge is performed by
the storage drive.

4. The method of claim 3, further comprising reading one
or more identifiers selected from the group comprising a bar
code label affixed to the loaded data cartridge, a non-bar
code machine readable label affixed to the loaded data
cartridge, a value stored on media within the loaded data
cartridge, a value stored within a cartridge memory of the
loaded data cartridge, and an RFID tag affixed to the loaded
data cartridge.

5. A computer program product for selective encryption of
data in a storage drive within a data storage library using a
processing device, the computer program product embodied
on a non-transitory computer-readable storage medium hav-
ing computer-readable program code portions stored therein,
the computer-readable program code portions comprising:

computer code for receiving a user input of one or more

encryption policies, the one or more encryption policies
being stored in a hardware memory of a library-drive
interface, each encryption policy including a level of
encryption, one or more cartridge identifiers, each
cartridge identifier providing an encryption key repre-
senting a data cartridge stored in the library, and each
cartridge identifier providing an identification of the
encryption key to be used to encrypt data written to
media in a data cartridge;

computer code for obtaining a cartridge identifier of a data

cartridge loaded into the storage drive;

computer code for matching the cartridge identifier with

an associated encryption policy stored in the storage
drive, the matching of the cartridge identifier with the
associated encryption policy being performed at the
storage drive; and

computer code for using the library-drive interface to:

transmit a request to a key server for an encryption key in

response to matching the cartridge identifier with a
corresponding encryption policy; and

receive the requested encryption key from the key server;

computer code for encrypting data to be written to the

loaded data cartridge using the received requested
encryption key, wherein data stored in the data storage
library is selectively encrypted; and

computer code for storing the one or more encryption

policies in an encryption policy table, wherein selecting
an encryption policy for the specified data cartridge is
performed by the storage drive.

6. The computer program product of claim 5, further
comprising computer code for reading one or more identi-
fiers selected from the group comprising a bar code label
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affixed to the loaded data cartridge, a non-bar code machine
readable label affixed to the loaded data cartridge, a value
stored on media within the loaded data cartridge, a value
stored within a cartridge memory of the loaded data car-
tridge, and an RFID tag affixed to the loaded data cartridge. 5
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